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Rule/Query Generation from a Report with AI

Live



Rule/Query Generation from a Report with AI

■ Multiple languages supported

■ Data doesn't leave SOC Prime's infrastructure

■ Reduces time spent translating threat intelligence into actionable detections

■ Enables rapid prototyping of rules

■ Allows small teams to cover broader threat landscapes

Use case development life cycle may be long, sometimes too long. 
Uncoder AI analyzes the provided threat report and generates a rule/query 
to detect the described behavior. For this purpose, Uncoder AI uses Llama 
3.3 customized for detection engineering and threat intelligence 
processing, hosted at SOC Prime SOC 2 Type II private cloud for maximum 
security, privacy, and IP protection.



Rule/Query Generation from a Report with AI

56 languages supported



Rule/Query Generation with a Custom AI Prompt

Live



Rule/Query Generation with a Custom AI Prompt

■ All the capabilities of rule generation from threat report

■ Custom instructions allow for generating detections tailored to a particular 

environment or context

The context and requirements when writing detections may be unique. 
Uncoder AI analyzes the provided custom prompt and generates a 
rule/query to detect the described behavior taking into account user's 
instructions. For this purpose, Uncoder AI uses Llama 3.3 customized 
for detection engineering and threat intelligence processing, hosted at 
SOC Prime SOC 2 Type II private cloud for maximum security, privacy, 
and IP protection.



Rule/Query's Decision Tree summarization with AI

Live, all tiers



Rule/Query's Decision Tree summarization with AI

■ Specific concise explanations

■ Multiple languages supported

■ Data doesn't leave SOC Prime's infrastructure

When dealing with complex threat detection logic, clarity is a necessity. 
Uncoder AI analyzes a query/rule and explains how it works step by step, 
with all the embeddings, branches and other intricate logic. For this purpose, 
Uncoder AI uses Llama 3.3 customized for detection engineering and threat 
intelligence processing, hosted at SOC Prime SOC 2 Type II private cloud for 
maximum security, privacy, and IP protection.



Rule/Query's Decision Tree summarization with AI

48 languages supported in production



Rule/Query Full Summary with AI 

In production



Rule/Query Full Summary with AI

■ Clear and structured summary of the detection logic in human language

■ Multiple languages supported

■ Data doesn't leave SOC Prime's infrastructure

Modern SOC teams need to process large volumes of detection logic. Much 
of it is complex, verbose, and time-consuming to understand. Uncoder AI 
analyzes rule/query and provides you with a detailed yet clear explanation of 
the detection logic and all the fine points involved. For this purpose, Uncoder 
AI uses Llama 3.3 customized for detection engineering and threat 
intelligence processing, hosted at SOC Prime SOC 2 Type II private cloud for 
maximum security, privacy, and IP protection.



Rule/Query Full Summary with AI

48 languages supported in production



Query Optimization with AI

Live, all tiers 



Query Optimization with AI

■ Practical and specific suggestions

■ Multiple languages supported

■ Data doesn't leave SOC Prime's infrastructure

Query performance can become a bottleneck. Uncoder AI analyzes a query 
and either confirms it's optimal or suggests performance improvements. For 
this purpose, Uncoder AI uses Llama 3.3 customized for detection 
engineering and threat intelligence processing, hosted at SOC Prime SOC 2 
Type II private cloud for maximum security, privacy, and IP protection.



Query Optimization with AI

48 languages supported in production



Rule/Query Short Summary with AI

In production



Rule/Query Short Summary with AI

■ "Executive level" summary of the detection logic

■ Multiple languages supported

■ Data doesn't leave SOC Prime's infrastructure

When working with third-party content, you often wish you could 
understand a query/rule at a glance. Uncoder AI transforms detection 
queries/rules into concise human-readable insights. For this purpose, 
Uncoder AI uses Llama 3.3 customized for detection engineering and 
threat intelligence processing, hosted at SOC Prime SOC 2 Type II private 
cloud for maximum security, privacy, and IP protection.



Rule/Query Short Summary with AI

48 languages supported in production



Rule Syntax and Structure Validation with AI

Live



Rule Syntax and Structure Validation with AI

■ Multiple languages supported
■ Data doesn't leave SOC Prime's infrastructure
■ Reduces time spent manually debugging syntax or structural issues to enable 

faster iteration and deployment of new detections
■ Assists less experienced engineers by offering real-time, contextual feedback 

and improvement suggestions
■ Flags logic flaws (e.g., overly broad conditions, redundant clauses), not just 

syntax

Everyone makes mistakes, especially in a rapid rule development environment. 
Uncoder AI analyzes the syntax and structure of a rule/query and flags errors, 
suggests improvements, or confirms that everything is correct. For this purpose, 
Uncoder AI uses Llama 3.3 customized for detection engineering and threat 
intelligence processing, hosted at SOC Prime SOC 2 Type II private cloud for 
maximum security, privacy, and IP protection.



Rule syntax and structure validation with AI

56 languages supported



Predict ATT&CK Tags in Sigma Rules with ML

Live



Predict ATT&CK Tags in Sigma Rules with ML

■ Data doesn't leave SOC Prime's infrastructure
■ The model has been trained on over 20,000 Sigma rules, being the largest manually created dataset in 

existence
■ SOC Prime has unique way of tagging Sigma rules as we have've invented this approach in 2018 and 

advocated it since then
■ Reduces manual effort in mapping detections to ATT&CK
■ Ensuring that detections are systematically aligned to ATT&CK

○ Improves visibility into technique coverage and gaps
○ Facilitates better correlation with threat intel, red team findings, and adversary emulation plans
○ Helps in structured reporting

MITRE ATT&CK is a widely used framework for detection content, yet 
mapping rules to it takes time and training. Uncoder AI uses a privately 
hosted ML model to map a provided Sigma rule to ATT&CK techniques 
and subtechniques.



Attack Flow Generation with AI

Open Beta for all



Attack Flow Generation with AI

■ Inspired by the open-source Attack Flow project to help defenders move from tracking 
individual adversary behaviors to tracking the sequences of behaviors that adversaries employ 
to move towards their goals

■ Data doesn't leave SOC Prime's infrastructure
■ Reduces the time to understand the attack. On average, generation takes about 2 minutes
■ Visualized attack flows can directly inform detection rule logic by identifying TTP chains, 

enabling proactive defense without relying on IOCs
■ When linked to existing telemetry or detection rules, it helps prioritize threats that map to 

known gaps or current alerts
■ Machine-readable MMD export for easier integration with detection engineering workflows
■ Gives engineers a visual depiction that aids communication with non-technical stakeholders, 

management, and executives

Visualization can be a great help in understanding an attack. Uncoder AI analyzes 
the provided threat report of other description of malicious activities and visualizes it 
in the form of Attack Flow. For this purpose, Uncoder AI uses Llama 3.3 customized 
for detection engineering and threat intelligence processing, hosted at SOC Prime 
SOC 2 Type II private cloud for maximum security, privacy, and IP protection.

https://center-for-threat-informed-defense.github.io/attack-flow/overview/


AIAssisted Cross-Platform Translation

Live for paid, 
final QA for free



AIAssisted Cross-Platform Translation

■ 10 source languages and 21 target languages supported
■ Basic query logic translated natively by Uncoder. Advanced function translation 

generated by third-party AI OpenAI's GPT4o-mini model)
■ Opt-in use of third-party AI, only advanced functions are sent as part of prompt (we're 

in the process of transitioning to a locally hosted Llama model to further improve on 
privacy and speed)

■ Any unmapped fields and source parts that are not supported by target are listed for 
manual review

■ Sigma rule generated for each translation to capture the basic logic

Translating content across security platform languages can become a 
nightmare, especially as part of SIEM migration. Uncoder AI translates across 
platform-native languages:



AIAssisted Cross-Platform Translation

21 languages supported as target 10 languages
supported as source



Translate from Sigma into 48 Languages

In production



Translate from Sigma into 48 Languages

■ Detection portability & scalability across heterogeneous environments
■ #1 translation engine for Sigma rules – by users, by languages, by features
■ Security vendor agnosticism with Sigma as a single source of truth
■ Removing translation overhead
■ Leveraging large Sigma community for open-source detections
■ Full use case life cycle support when combined with Threat Detection 

Marketplace

Don't get into a vendor lock-in with your security platform. Uncoder AI 
natively translates Sigma rues into multiple SIEM, EDR, XDR, and Data 
Lake languages.



Translate from Sigma into 48 Languages

48 languages supported in production



Supercharge into Roota

In production



Supercharge into Roota

■ AI input on possible false positives and triage recommendations (only 

metadata is used for prompting)

■ Adding possible log sources if they were not specified in the original content. 

Additionally, the audit section is filled that specifies what logging service 

should be enabled to have the logs required and how to enable it

■ Prediction of relevant MITRE ATT&CK techniques and sub-techniques with a 

machine learning model

Turn a platform-specific rule or query into a Roota rule and enrich it 
with metadata using SOC Prime's proprietary algorithms and AI.



Convenient Detection Code Editor

In production



Convenient Detection Code Editor

■ Language-specific syntax highlighting

■ Automatic language detection

■ Sigma and Roota templates

■ Upload from file

■ Code autocomplete including MITRE ATT&CK and log sources from all 

Sigma rules in Threat Detection Marketplace

Uncoder AI is an IDE for detection engineering. Any IDE starts with 
a convenient code editor.



Search Threat Detection Marketplace

In production



Search Threat Detection Marketplace

■ Easily find detections for task at hand

■ Conveniently open custom rules

■ Discover ideas and inspiration for detection content

Search Threat Detection Marketplace content right from Uncoder AI. 
Supports both platform and custom repositories. Threat Detection 
Marketplace is the world's largest repository of public, private and 
Threat Bounty-made detection rules and queries, indexing over 15 
open-source repos, and sporting over 500,000 detection rules in 48 
languages. Every rule that exists is in Threat Detection Marketplace, as 
long as its author's license permitted that.


