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: Notepad Password Files Discovery
: 3b4e950b-a3ea-44d3-877e-432071990709
: experimental
: Detects the execution of Notepad to open a

which may indicate unauthorized access to credentials or

- https://thedfirreport.com/2025/02/24/confluence-expl
- https://intel.thedfirreport.com/eventReports/view/57
: The DFIR Report
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attack.t1083
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: windows
: process_creation

\explorer.exe
: \notepad.exe

- passwordx,txt
- password*.csv
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passwordk.xls

: selection

- Legitimate use of opening files from remote hosts by
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"displayName": "Notepad Password Files Discovery by The DFIR Report",
"description’: "Detects the execution of Notepad to open a file that has

the string \"password\" which may indicate unauthorized access to
credentials or suspicious activity. Author: The DFIR Report. Rule ID
: 3b4e950b-a3ea-44d3-877e-432071990709. License: https://github.com
/Ne023x@/sigma/blob/master/LICENSE .Detection.Rules.md. Reference:
https://tdm.socprime.com/tdm/info/.",

"severity": "low",

"enabled": true,

"query": "SecurityEvent | where EventID == 4688 | where
(ParentProcessName endswith @'\\explorer.exe' and NewProcessName
endswith @'\\notepad.exe' and (CommandLine endswith @'password*.txt'
or CommandLine endswith @'password*.csv' or CommandLine endswith
@'password*.doc" or CommandLine endswith @'password*.xls')) | extend
AccountCustomEntity = TargetUserName | extend HostCustomEntity =
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execution of Notepad to open a file that has the string

indicate unauthorized access to credentials or suspicious
IR Report. Rule ID: 3b4e958b-a3ea-44d3-877e-432071996709.

b.com/Neo23x0/sigma/blob/master/LICENSE.Detection.Rules.md.
socprime.com/tdm/info/.",

where EventID == 4688 | where (ParentProcessName endswith
ProcessName endswith @'\\notepad.exe' and (CommandLine
or CommandLine endswith @'password*.csv' or CommandLine
CommandLine endswith @'passwordx.x1ls')) | extend
UserName | extend Hos stomEntity = Computer | extend

9

Microsoft
Sentinel

Confidential and Proprietary. Do not distribute without consent. © SOC Prime 2025. All rights reserved.
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Directly deploy rules into your Microsoft Sentinel, Google SecOps or
Elastic Stack:

m Reduces Time-to-Detection by automating the rule deployment pipeline,
eliminating manual steps and accelerating threat detection rollout

= Increases operational efficiency by cutting down engineering overhead for
security teams managing rule life cycles across multiple SIEM environments

m Improves consistency and accuracy by minimizing human error




