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Generating IOC Queries from Threat Reports

Operationalize Threat Intelligence by extracting Indicators of
Compromise (IOCs) and applying them in practice to support threat
hunting process and complement behavior-based detections. Uncoder Al
hatively parses IOCs from text and packs them into queries.

Multiple languages supported

Data doesn't leave SOC Prime's infrastructure

Configurable settings including custom field mapping

Automates a repetitive, error-prone task—manual extraction and query

crafting—accelerating time-to-search post-threat intel ingestion

m Empowers Tier 1and Tier 2 analysts to act on threat reports without deep
knowledge of query languages across SIEMs

= Ensures consistent parsing and syntactically correct query generation,

reducing false negatives due to human error or misinterpretation
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20 languages supported in production

11 new languages added on April 16
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