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Attack Flow Generation with AI

■ Inspired by the open-source Attack Flow project to help defenders move from tracking 
individual adversary behaviors to tracking the sequences of behaviors that adversaries employ 
to move towards their goals

■ Data doesn't leave SOC Prime's infrastructure
■ Reduces the time to understand the attack. On average, generation takes about 2 minutes
■ Visualized attack flows can directly inform detection rule logic by identifying TTP chains, 

enabling proactive defense without relying on IOCs
■ When linked to existing telemetry or detection rules, it helps prioritize threats that map to 

known gaps or current alerts
■ Machine-readable MMD export for easier integration with detection engineering workflows
■ Gives engineers a visual depiction that aids communication with non-technical stakeholders, 

management, and executives

Visualization can be a great help in understanding an attack. Uncoder AI analyzes 
the provided threat report of other description of malicious activities and visualizes it 
in the form of Attack Flow. For this purpose, Uncoder AI uses Llama 3.3 customized 
for detection engineering and threat intelligence processing, hosted at SOC Prime 
SOC 2 Type II private cloud for maximum security, privacy, and IP protection.

https://center-for-threat-informed-defense.github.io/attack-flow/overview/

