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In production

Q. Detection Rules Microsoft Sentinel Query (Kusto) v j (_—> { Splunk Query (SPL) v g % TRANSLATE
S B % AlTools v & [ saveAs v 50 O Sigma  Splunk Query (SPL) A ® saveAs v S50
1 SAPBTPAuditlog_CL 1 source=WinEventLog:* AND hessage?"*malware*" | spath input:]MessageJ.data output=MessageData | eval
2 | where }Hessage} has "malware" ClusterID = coalesce(MessageData.clusterID, ""), Wor‘ksnaéem :"coalesce(ﬂessagenata.wsID, nwy
3 | extend MessageData = parse_json(tostring([Hessage}.data)) hessagej = coalesce(MessageData.message, "") | rex field:{Hessage} "user: (?<User>.%*?)\.The following
4 | extend issues were detected: (?<Malware>.*?)" | eval AccountName = split(User, "@")[0], UPNSuffix = split
5 ClusterID = tostring(MessageData.clusterID), (user, "@")[1] | table UpdatedOn, ClusterID, WorkspacelD, fﬂessagd, User, Malware, Tenant, Spaceld,
6 WorkspaceID = tostring(MessageData.wsID), Category, CloudApp="SAP BTP", AccountName, UPNSuffix
7 [Message, = tostring(MessageData.message) 2
8 | pane Message| with * 'user: ' User '.The following issues were detected: ' Malware ',' % 3
9 | extend . 4
10 AccountName = tostring(split(User, '@')[0]), 5
11 UPNSuffix = tostring(split(User, '@')[1])
12 | project
13 UpdatedOn,
14 ClusterID, .
45 WorkspaceID, Howitiworks 2 Rgig @
16 Message, 5
17 User, DEBUG CONSOLE (1) A b4
18 Malware,
19 Tenant, [08:49:33] UNMAPPED FIELDS IN SOURCE
20 Spaceld,
21 Category, iessade
22 CloudApp = "SAP BTP",
23 AccountName,
24 UPNSuffix
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Al-Assisted Cross-Platform Translation

Translating content across security platform languages can become a
nightmare, especially as part of SIEM migration. Uncoder Al translates across
platform-native languages:

= 10 source languages and 21 target languages supported

m Basic query logic translated natively by Uncoder. Advanced function translation
generated by third-party Al (OpenAl's GPT-40-mini model)

m Opt-in use of third-party Al, only advanced functions are sent as part of prompt (we're
in the process of transitioning to a locally hosted Llama model to further improve on
privacy and speed)

= Any unmapped fields and source parts that are not supported by target are listed for
MERIVEIRGCVENY

= Sigma rule generated for each translation to capture the basic logic




Al-Assisted Cross-Platform Translation
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21 languages supported as target
ANOMALI AWS Athena S Search 0 cORTEX xsiam' (0 CORTEX XDR
F::RTINET grayleg ElastAlert Elastic Stack
“HUNTERS ) Fn 207 LogRhythm Crowdstrike
Q@Radar E%%EEE;M Micoson sentinelone  (J Sigma

splunk >

10 languages
supported as source

AWS Athena

CrowdStrike

@Radar

Microsoft
Sentinel

S) Search

== )
1 Elastic Stack

L Google Security
Operations

Microsoft
Defender
for Endpoint

splunk>



