Stream Detection
Content from

SOC Prime Platform
to Your Private GitHub
Repository



You can continuously push detection content from
the SOC Prime Platform to a GitHub repository.

On SOC Prime Platform:

1. Set up an integration with your GitHub.

2. Create a Dynamic Content List based on your content
selection criteria. For example, all content to detect activity
related to CVEs for Windows.

3. Configure and run a Job that pushes the content added to the
List on GitHub. New rules that match the List criteria will be
pushed automatically.

S0OC Prime Platform




Let's look into each step:

Set up an integration with your GitHub

1. Go to Platform Settings > Integrations and click Add
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https://tdm.socprime.com/platform-settings/integrations/

2. In the modal that appears, name your Integration and select
GitHub in the Select Integration dropdown. Keep the
checkbox Automation and direct deployment from a Sigma
rule page selected.
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3. Then, configure the parameters:
e Repository: Provide the name of your repository. Note that the
integration is supported only for private repositories.
o GitHub Token: Provide your personal access token. You can
learn how to create it here. Basically, you need to:
1. Click your account icon in the upper right corner >
Settings > Developer Settings.
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/managing-your-personal-access-tokens

2. Go to Personal access tokens > Tokens (classic).
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3. Click Generate new token > Generate new token (classic).
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4. Enter your GitHub account password if prompted.




5. Configure the key parameters:
a. Note
b. Expiration
C. Scopes

6. Click Generate token.




e Source Branch: The name of the branch to pull content from.

e New Branch: The name of the branch to push content to.
Leave this field empty to commit directly to the source branch.

e Content Platform: Content formats you're going to work with
in Automation. Additionally, the tabs of selected platforms on a
rule page will include the Push to GitHub button. Currently, we
support:

e Microsoft Sentinel Rule

Chronicle Security Rule
e Microsoft Sentinel Query

Falcon LogScale Alert
Splunk Alert
Sumo Logic Query

o Elastic Detection Rule (Lucene)
e Elastic Detection Rule (EQL)
e Elastic Watcher
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4. These parameters are enough for pushing content. You can
also configure advanced settings:

e Set the Show Advanced checkbox if you want to make
optional advanced settings:

e Assignee: The name of the GitHub user pull requests are
assigned to

o Label: Add a GitHub label that will be attached to pull requests

e Auto Merge: Choose whether you want to merge pull requests
automatically

e Auto Delete Branch: Choose whether you want to
automatically delete the branch after the pull request is
merged (when Auto Merge is enabled)

e Commit Message Template: Provide a template for a commit
message.

e Path to Upload: Provide the path to the folder the content
should be uploaded to. If no value is entered, the root folder
indicated in the New Branch field is used.



 Download Path: Provide the path to the folder the content
should be downloaded from. If no value is entered, the root
folder indicated in the Source Branch field is used.

» File Formats: Choose file formats of the content you're going
to push to your repository.
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5. The Integration you've created should be displayed on the
Integrations page. Click the Check Connection button to
verify the connection to your GitHub repository.
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Create a Dynamic Content List

A Dynamic Content List defines the criteria for selecting

content on the SOC Prime Platform. To create a list:
1. Go to Threat Detection Marketplace > Lists and click Create
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https://tdm.socprime.com/ccm/

2. In the modal that appears, name your List and select Type:
Dynamic.




3. Set the parameters to select
content. For example, you
can build a Lucene search for
all rules that include CVE as
part of their name and select
a Sigma product: Windows.
The configurations are very
flexible, so you can try
different approaches.

4. Click Save Changes.

Note that dynamic lists have a content limit of 500 most
recently released items to prevent your platform
overload
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5. The list you've created should appear on the Lists page.
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You can click it to check what rules are included currently.




Configure and Run a Job

A Job pushes the content selected using the List into the
GitHub repository configured in the Data Plane. To create and
run a Job:

1. Go to Threat Detection Marketplace > Automation > Jobs and

click Add Job.
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https://tdm.socprime.com/ccm-jobs/

2. In the modal that
appears, name your Job
and select the platform
and content type (they
should match the
content type selected
in your GitHub Data
MERE)R

3. Then, select your
GitHub Data Plane.




4. Select the Dynamic Content List you've configured.




and a Preset to modify the detection content before it is

pushed.

. Select the Schedule of the Job.
. Click Save Changes.

. The configured Job should be displayed on the Jobs page.

. Optionally, you can select a Config for alternative translations

Enable it using the On/Off switch. Once enabled, the Job runs

according to the selected schedule and pushes the detection

content.
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You can also run the Job at any time using the Run Now button.
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Once the Job is finished, the content from the List is pushed to
the GitHub repository configured in the Data Plane.




Detection Content in GitHub

In GitHub, the detection content pushed from the SOC Prime
Platform looks like this:

e Microsoft Sentinel Query (as TXT)

0 Cinger - Headed | Detections &

Code oo 1T Pull iegueesis )

1 Files
97 g Possible CVE-2022-23748_[Audinate_Dante_Application_Library_for_Windows_Side-

Loading) Exploitation_Attempt_{via_image_load) _ XBInXESyIIML_ala bt

B Eoosbie Follrg

| Corremon_Sumpiciours L0AF Sear
Lo ROE BOVE- 202144078 Po
= Code  Blame Caxde VY% favtey with Cbub Copllcd Rew (D & F s £
" Possibie OVE-A002-23748 Prasdi
N Pl VAL iAol Syumnnlvent | whers CvettID == 7 | whers |Enagel oaded

118§ NS Ee sparadae  Eve 1} )
Y Possibbe CVE-#003-36874 Lol

3 Pomsiile CVE-2023- 38545 [Cur

Forsibide Koelas JOVE-2003- 740




e Microsoft Sentinel Rule (as JSON):
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Notes

You can also push selected rules to GitHub from a rule's page
one by one:
a. Go to Search > Filter out content you need > Select a rule.
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b. Open the Code tab > click the Deploy to GitHub icon > Select
created integration (Data Plane).
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c. As a result, text documents with respective code will appear in
your GitHub repo.
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