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POWER ON SECURITY

CyberView | 0bzop peweHus

LlenocTHasa n noHATHasa kapTuHa o Bawwen nHgpopmaumoHHon 6esonacHoCTH

CTaTncTUKa He 3aMeHSeT XUBble AaHHble

Byoem OTKpoBeHHbI: cTaTuyeckue A3wbopabl,
100-cTpaHn4yHble  OT4YeTbl U BOEeCKOHEYHble
Tabnuubl Ha NpakTMKe OTAANST Hac OT ObICTPOro
NPUHATUSA pelleHnin. B coBpeMeHHOM rnoToke
coObITUA 1 3afjay y pykoBOAuTEnen Aaxe Het
BpeMeHu, 4Tobbl AgouymTatb MX A0 KoHua, a
TpaHcopMaumMs UX B MOHSATHblE [OKYMEHTbI
TpebyeT OrpoMHOro obbema py4yHOro Tpyaa U

OMbITHbIX 9KCMEpPTOB MO kubepbesonacHocTw.
OpaHom n3 OCHOBHbIX npobrem
knbepbesonacHocTu aBnsieTcs orpomMmHasi

nponactb B MOHMMaHMM N B3aMMOCBS3UN Mexay
nogbmuy, npouegypaMmm U TEXHONMOrMsSMU. A 41O
€CNN Mbl CKa)XeM, YTO TEexXHONnorum, crnocobHble
pewnTb 3T Npobnembl yXe BHeApeHbl B Balien
opraHusaumMm - WX BCEro-Nub Heobxoanmo
aBToMaTM3mpoBaTb!

MpuHMMmanTe peweHnsa ObICTPO U NPaBUNBHO

CyberView aTO npocToM WHTEpaKTMBHbIA Cnocob
BM3yanu3aumm 1 MHTepnpeTaumm HeNpepbIBHOO NOTOKA
OaHHbIX, KOTOpbIl conpoBoXxagaet npoueccol
yrnpaBreHns ya3BUMOCTSMU, natyaMn U U3MEHEHUSIMU.
Mbl Hanpsimylo paclimpseM BO3MOXHOCTW aHanmsa u
OLEHKM [aHHbIX C MOMOLLb0 aBTOMAaTM3VMPOBAHHOWN
nnatdopmbl, KoTopam obpabaTbiBaeT U 0ObSACHSET
KpUTUYECKYo MHdopMaLmto no 6e3onacHocTy, BKMYast:
HOBbIE YA3BMMOCTH, YCTaHOBIEHHbIE naTuu,
HECaHKLMOHMPOBAHHbIE  CNYXObl, M3MeHeHus  IP,
onepaunoHHblx cuctem u  noptoB. C CyberView
agekBaTHble pelleHnss Mo N3MEHEHUAM, pPUCKaM,
YSA3BMMOCTSIM U MpOLieccaM BOCCTAHOBMIEHUSA MOryT
ObITb BLICTPO NPUHATLI Kak BU3HEC PyKOBOAUTENSAMM, TaK
n SOC meHekepamu, YTo rapaHTupyeT apPEKTUBHYIO
paboTy MpOLIECCOB  YMpaBlieHMS  YsI3BUMOCTAMMU,
naT4amm n n3aMeHeHusaMn B Ballen opraHunsaumn.

YnpaBnsiTe npoueccamu 6e30NacHOCTU B peXUme peanbHOro BpeMeHu
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NMpumMeHeHMe Ha NpaKTuKe

«O0beanHmB B pearnbHOM BpeMeHU AaHHble nnaTdopmbl Qualys 1 koppensaunoHHble cnocobHocTr ArcSight,
Mbl MOMAYyYUNIN BO3MOXHOCTb MOCTOSIHHO KOHTPONMPOBaTb M aBTOMATUYECKM OOHapyxuBatb ntobble
N3MEHEHMS, KOTOpble TPEBYHOT BHUMAHNSA Kak BHYTPW, Tak U 3a npegenaMmm nepuMmeTpa Hawen komnaHmm",
roeoput Makcum AuleHko, pykoBoauTenb oTaena 6e3onacHocTM MHAPACTPYKTYPbl MH(OPMAaLMOHHBIX
TexHonorun MAO «YkpCunbbanky, rpynnbl BNP Paribas. "C noMOLLBI TakuX XMBbIX OaHHbIX, Mbl TENEpb
nofly4aemM LEHHYI0 M MNPUOPUTETHYIO ONS Hawen KomaHgbl 6e30macHOCTM WMHOpMAaLMID B pexmme
peanbHoro BpemMeHu. [o BHeapeHusi nnatdopmbl Cyber Operations, Ham Obl MPULWIIIOCH BbLIAENUTb
HECKOITbKO MEeCSILLEB U MHOXECTBO PEeCypCcOB Ans pas3paboTku, npueneveHus akcrneptoB no Qualys u
ONbITHLIX NpodyeccrnoHanos no ArcSight, 4ToBbl NONy4YUTL Takon xe pesynbTarT.”
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POWER ON SECURITY

AxkTyanbHasa nHcgopmaumsa o6 nameHeHusx B UT-aktusax
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s 1 10.10.30.90 New - 28.01.2016
40 2 10.10.30.1 New Ubuntu / Linux 2.6.x 28.01.2016
30 3 10.10.30.60 New - 28.01.2016
20 4 10.10.30.40 New - 28.01.2016
o 5 10.10.30.202 New - 28.01.2016
. — . - il 6 10.10.30.30 New Ubuntu / Linux 3.x 28.01.2016
= 7 10.10.30.33 New Ubuntu / Linux 3.x 28.01.2016
= 8 10.10.10.186 Disappeared 28.01.2016
j: 9 10.10.10.182 Disappeared 28.01.2016
Himi26 Ama0sten DesiiD Fes1s Ganl Pen;23 10 10.10.10.180 Disappeared 28.01.2016
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OcCHOBHbIe NpeMmylLlecTBa
v' BO3MOXHOCTb rOBOpUTL 0 6€30MacHOCTM Ha OAHOM Si3blKe Arsl PYKOBOAUTENEN U SKCNepToB
v" WHTepakTMBHas BM3yanunsauusi NPOLLECCOB yrnpaBneHus ys3BUMOCTAMU, NaT4amMmn 1 U3MeHEHUSIMN
v' [laHHble noakpenneHbl BeayLwmM Ha pbiHke pelleHnem: QualysGuard Vulnerability & Compliance
v CepTuduumnpoBaHHas nHTerpaums «nog knou» ans HPE ArcSight, IBM QRadar and Splunk
v' ABTOMaTMYECKWU KOHTPOSb Ka4yecTBa KaXKaomn onepaumm CKaHUPOBaHUS YS3BUMOCTEN
v" TlonHas AoNrocpoyHas cTaTUCTMKA NO AaHHbIM CKaHMPOBaHUS
v' AHanuTuka ans reo-pacnpeneneHHblX, MHorononb3oBaTtenbckmx, HA, DR & MSSP cuctem
v' BHegpeHue 3aHMMaeT MeHblue 1 Yaca, kKoHurypaumss meHee 15 MUHYT

Hukakux goragok — ToOnNbKo dKTyJlbHbI€ OaHHbIE

Data Quality Asset Changes
Mocneanue 30 gHe All Data Last State Change Type Konusectso - Affected Assets
Opened or Closed Ports 225 44
HusKui Huzkuit New IP Addresses 90 51
N Unauthoriz: b Servers 75 23
Bbicokuit =
el New Operating Systems 2 2
CpeaHuit Sl
Data Acquisition Assets at Risk
Data Source Current Mpegbigywwmi Oensta Vulnerable Assets 33
Asset Data 3360 3445 2 Vulnerable Web Apps
Vulnerability Data 282 147 92 Incompliant Assets
Patch Data 35304 68927 49
Web Assets 2214 0 100
Web Vulnerabilities 15091 26397 43
Compliance Data 0 0 0

SOC Prime - npoussogutene nnatgopmbl Cyber Operations, koTopasi no3BonseT npeanpuatnam, MSSP
N rOCydapCTBEHHbBIM CTPYKTypaM MPOaKTUBHO 3alimiiatbCs U 3deKTMBHO BOPOTLCS C COBPEMEHHBIMU
knbep-yrposamu. Hawa komaHga cneumanucTos no knbepbesonacHocTn obnagaet obwmm ctaxem 6onee
120 neT n nNpakTU4eckMMu 3HaHusMKU peanu3auumn Gonee 4yem 50 SIEM & VM npoektoB. SOC Prime
asnsieTcs naptHepom HPE Technical Alliance, IBM Security, Splunk n QualysGuard API Developer.
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